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About t his Gui de

This guide is designed as a reference for System Administrators, Delegated Administrators and
Application Administrators . Using this guide, the reader will become famil iar with NCID features,
and learn how to work with those features to manage accounts and resources.

Documentation Organization
This guide is organized into four (4) parts, each containing separate sections.
Part 1: Fundamentals includes an overview of the NCIDservice, and provides information general

to all users, such as steps for accessing and logging in to NCIQ and getting familiar with the
interface .

Section 1: Introduction provides an overview of the features and functionalities
found in NCIDQ and reviews the several types of users who utilize the service.

Section 2: Getting Started provides steps for accessing and logging in to NCID
This section also reviews the self -service features that are found on the Login
screen.

Section 3: Getting Familiar with the Interface  introduces the main screen to help
familiarize you with how the interface organizes information and displays
application features .

Part 2: Delegated Administrator Functions provides instruction on the various administrative tools
available to a delegated administrator to manage accounts within his or her organization and
division/section.

Section 4: Creating an Employee Account provides delegated administrators with
instruction on how to create accounts for users within his or her organization and
division/section .

Section 5: Managing User Accountscovers the various administrative operations
that a delegated administrator can perform on user accounts.

Section 6: Using the Work Dashboarddescribes how a delegated administrator can
make a process request, and explains how an administrator can check the status
of a request he or she made.

Section 7: Managing Delegated Administrators describes the three types of
delegated administrators that exist in the NCID environment and reviews the
functions that each type can perform. This section also reviews how to promote
and demote a user account to delegated administrator .

Part 3: Application Administrator Functions describes how application access is granted in NCID
and provides instruction on the various administrative tasks available to an application
administrator.

Section 8: Making Resource (Application) Assignments describes how application
access is granted in NCID It introduces the concept of roles (a set of permissions
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to applications) and illustrates how users are assigned to roles to gain access to
applications.

Section 9: Managing Application Administrators reviews how to promote and
demote a user account to application administrator.

Part 4: Reporting

Section 10: Downloading a Report describes how to download reports for the users and
applications that you manage .

Part 5: Appendixes provides additional reference information for the  NClIDservice.

Appendix A: NCID Terminology provides a list of definitions to commonly used
terms.

Appendix B: Function Availability for NCID Users highlights the functions each user
type can perform based on their job responsibility and level of authority.

Feedback

Please send your comments and suggestions about this guide to the ITS Service Desk at
its.incidents@its.nc.gov .

Documentation Updates

For the most current version of the NCIDAdministration Guide please visit the NCIDTraining and
Documentation web page at:

https://www.ncid.its.state.nc.us/TrainingAndDocumentation.asp

Formatting Conventions

The following formatting conventions are used throughout this guide to enable ease of use and
understanding:

1 Bold dltems that are to be clicked on su ch as buttons.
o Example: Click on the Start button.

9 Iltalics dValues that need to be typed in as shown.
o Example I n the 0Opeomddo field, type:

1 o Qu o todtems that are selected, but not clicked; field names.
o0 Example:l n t he OFil enambkdd field, type:

91 [ltalics with Brackets ] dValues that need to be typed in, but will not always be the
same.
o Example:l n the oOUsernamaeserdamdli el d, type: |
Note: [ username] will be replaced with the actual username, such as jdoe.
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Special Notes

The screenshots provided in this guide are for informational purposes. Screen content and feature
availability may vary based on individual environments , access permissions and version updates.
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Par tFulnndament al s

The following sections include an overview of the NCIDservice, and provide information general
to all users, such as accessing and logging in to NCIQ and getting familiar with the interface

Section 1: Introduction

Section 2: Getting Started

Section 3: Getting Familiar with the Interface
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1 I ntroducti on

The North Carolina Identity Management Service (NCID) is the standard identity and access
management platform provided by the Department of Information and Technology . NCIDis a Web-
based application that provides a secure environment for state agency , local go vernment, business
and individual users to log in and gain access to real-time resources, such as customer-based
applications.

The NClIDservice provides administrators with many tools to manage useraccounts. Depending on
your job responsibility and permissions you will be able to provision users by performing the
following operations :

+ Create user accounts for state and local government employees *

* Update user account information (i.e.: telephone number, address, etc.)

# Process user requests (i.e.: reset passwords, unlock accounts, deactivate accounts, etc.)

* Perform agency-to-agency transfers for state employee accounts

* View details and status of previously submitted requests

* Make resource assignments (grant access to applications)
Before we look at the vari ous ways you can manage user accounts, we will review some of the
NCIDfundamentals to help you get started. In this section, we will review the different type of
users who utilize the NCIDservice. You will also learn how to access and log in to NCIQ and

introduce the main screen to familiarize you with how the interlace organizes information and
displays application features.

1.1 User Types
A NClIDuser can be categorized into one of the follow ing user types:
& State Government Employee is a person who is currently empl oyed or assigned to work

for an agency within the State of North Carolina government.

# Local Government Employee is a person who is currently employed or assigned to work
for a North Carolina county, municipality or other local government organization .

® Business Useris a person who is requesting access to the State of North Carolina services
on the behalf of a business.

* Individual is a person who is requesting access to the State of North Carolina services as
an individual or citizen.

All users are required to have an NCIDaccount so that the person can log in to the service and
receive permissions to the appropriate resources. Additionally, depending on job responsibility

1 Accounts for state and local government employees are created by the delegated administrator associated
to the employeeds organizati on, division and/ or section.
employees (who do not have a delegated administrator) can create a new user account via a self -registration
service.
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and level of authority, state and/or local government employees might receive additional
permissions to hold one of the following positions 2:

Delegated Administrator (DA) can administer user account s within the same organization,
division(s) and/or section(s) for which he or she has administrative rights.

Application Administrator is responsible for controlling membership access to the roles
(applications) that he/she can manage . In addition, this person can promote and demote
a user account to application administrator.

ITS Service Desk (Global Service Desk) can unlock accounts for any NCIDuser, including
a delegated administrator. In additi on, this person can reset passwords for ITS employees
only.

Agency Service Desk Administrator can unlock accounts and reset passwords for a state
employee who is a member of the same division(s) and/or section(s) for which he or she
has administrator righ ts. This person cannot reset accounts for delegated administrators.

2 Please refer to Appendix B on page 101to see a detail ed list of functions that each user type can perform
based on their permissions.
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This section describes how to access and log in to NCIDQ and reviews the self-service features that

are found on the Login screen.

2.1 Accessing and Logging In

To begin using the NCIDservice, you will need to open a Web browser and log in using your NCID
user ID and password. Recommended browsers for NClDare: Internet Explorer 10 or higher.

To access and log into NCID

1. Open a Web browser and enter the following URL https://ncid.nc.gov

/2 NCID - Windows Internet Explorer provided by State of NC ITS I [ 53
- |g, https:/fnciddev.nc.gov| j 4 |[4r|[x IGc-og\a Folihe

o

Ele Edit View Favorites Tools Help

Figure 2-1. Enter URL in the Address Bar

2. The O0North Carolina I dentity Management (NCI D)
1 Note: If you cannot view all of the text or buttons on the Login screen,
your web browserods font setting may be too
the font size so all of the text and graphics will fit on the screen. To reduce
the size in Internet Explorer, click on the View menu, and select the Text
Size option. Click on the desired size (i.e.: Medium). If you have a scroll
wheel on your mouse, you can hold the ctrl key while turni ng the wheel
toward yourself.
3. Il n the oUser [yor&ClbuseelDld, type
4. I n the oOPas s woyour diCibpasswort], type [
- .. North Carolina Identity Management (NCID)
NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access control to real-time
bettgr p\2 resources.
UserID:
forgot your User ID?
Password:
[ egin | need Help?
To register for a new NCID account click here: Register!
m Privacy and Other Palicies Contact Us
Figure 2-2 North Carolina Identity Management (NCID) Login Screen
5. Click on Login.
Version 212
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6. After successfully logging in, the NCID mainscreen( al so referred
We |l c o me iPdisplayed) Please refer to the Getting Familiar with the NCID
Interface section on page 18for an overview ofthe appl i cati onds

Important!  Upon logging in to NCID the system might prompt you to do one
of the following:

* Reset your password if it is past its expiration date

Note: State and local government users, whose accounts are
created by their delegated administrator (not migrated) , will need
to reset their password and set up their challenge questions upon
logging in for the first time.

Set up your challenge questions if this is your first time logging in

to NCID

Note: Newly migrated business and individual account holders must
update their challenge questions and answers the first time they
log in to a protected applic ation. Migrated state and local

government users must perform the update the first time their
password expires.

Please refer to the NCIDUser Guide for information on how you can manage
your challenge questions and reset your password.

t

o as the

nterface.
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2.1.1 Login Screen Self-Service Features

The 0L o gen provides self-service tools which enable all users to reset their password and
to lookup a forgotten user ID without seeking assistance from their administrator or the Service
Desk The following table provides a brief description of these tools. For more information, please

refer to the NCIDUser Guide.

Self-Service Feature Description

Forgot Your User ID This link enables a user to retrieve their user ID. The user must
provide some basic information (i.e.: first name, last name) to

retrieve the user ID .

Forgot Your This link allows a user to reset their passwordif he/she has not
PasswordUnlock recently changedit®. The service will also allow the user to unlock
Account their account if it is currently locked.  The user must successfully

answer all five (5) of their challenge questions before they can
create a new password, or unlock their account and log in.

Need Help This link allows a user to access support resources that are specific

to their user type.

Register This link allows a user to self -register for a NClIDaccount.*

3 Currently a password must be used for 3 days before it can be changed.

4 New user accounts for businesses, individuals and local government employees (who do not have a delegated
administrator) are created via the self -registration service. Accounts for state and local government

employees are created by the delegated administr at or associated to the employeeds
division.
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This section describes the layout of the NCIDmain window to help familiarize you with how the
interface organizes information and application features.

3.1 Screen Layout and Features

After logging into NCID you will be greeted with the main screen. This screen displays a welcome
message and offers some quick tips to help you get started. The following figure illustrates an
example of the screen, and highlights its main components.

Weicome John (PRI KOS \ork Dashboard  Roles and Resources | =——— A Logout  Help
THFORMATION 5
MANAGEMENT

NCID Welcome HEE

Update Wy Account
View My Administrators
NCID Welcome Page

\Welcome to the North Carolina ID System

‘our Nerth Carolina ID (NCID) is the key to resources offered by the Stale of Narih Carclina
ar= same tips on using yeur NCID.

<o el a5 thse oferes &y s el gevmments and sehasl diskic, Hare
FASSWORD MANAGEMENT 4
Password Sync Status « After clicking the Identity Self-Senvice” tab, you'l find links on the left side for tasks you can perform such as:
o Viewing and Updating your persanal profile
o Reviewing Application Access under "My Account”
o Re-setting your password thraugh passward seff-senice
+ Clicking the “Work Dashboard” tab gives you a summary of your NCID including:
o Torequest additional access, click the "Make a Process Request” button
o To see the status of previous requests, open the "Request Status” area
o Ifyou are an approver, the “Task Notifications™ area shows tasks awaiting your action
 You may need to click "Refiesh” in the areas mentioned above 1o see the mest current information.

DIREGTORY MANAGEMENT A
Archive Employee Account
Create Employee Account
Deactivate Employee Account
Reactivate Employee Account
Reset Employee Password

Unlock Employee Account [Thank you for using the NCID System

c”
/ Password Self Service

Change Password
- This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID

Update Employee Account

e

B
D

Manage your Challenge Questions and Responses

Challenge Questions
- This link will open a new window in which you may modify your challenge questions and responses.

Figure 3-1. NCIDMain Screen

The screen is separated into the following sections (screen content and feature availability will
vary based on job responsibility and access permissions):

A The tabs section organizes information and app lication features. To switch to a different
tab, click on the tab you want to see.

Identity Self -Servicetab provides access to commonly used workflow links . Workflow
links allows you to process requests, such as resetting passwords, reactivating
accounts, etc. This tab also provides self-service tools to allow all NCIDusers to
conveniently manage their own account .

Work Dashboardtab provides an alternative method for making a process request.
It provides access to every process request that is available to you, and it features
a section for viewing the history and status of a submitted request.

Roles and Resources tab allows application administrators assign resources
(applications) to users via role assignment. The Roles and Resourcegab is viewable
to identity delegated administrators; however, they do not have permissions to
assignresources.
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B  The menu displays a list of actions that you can perform depending upon your access
permissions. Actions are listed by category:

* Information Management provides links to help you update your account details,
view your administrator(s) contac t information and to return you to the main
screen.

* Password Management provides a link to check if your password has been
synchronized across connected systems.

+ Directory Management provides links to process request forms. Please refer to
Appendix B on page 110to view a list of workflow links that are available to each
user type.

C The right-side of the screen displays the details for the action you selected.

D  This section contains self-service tools to help you change (reset) your NCIDpassword
and manage your challenge questions and responses.

3.2 Getting Help

The Help === link, located at the top right corner of the screen,  provides access to the most current
versions of NCIDdocumentation and training material

3.3 Logging Out

You may be automatically logged out of NCID after exceeding the state policyds i nact
requirement . You can also log out manually.

To log out of NCID
1. Click on the Logout Logout link located at the top -right section of your screen.

NCID

Welcome John (LR WorkDashboard  Roles and Resources: Help
Update My Account =

Visw ly scmiisbetors Welcome to the North Carolina ID System

NCID Welcome Page
PASSWORD MANAGEMENT A Her Heln

Password Sync Status + After clicking the “Identity Self-Service” tab. you'll find links on the left side for tasks you can perform such as

o Vieving and Updating your personal profle
& Reviewing Application Access under "My Account”
Archive Employes Account o Re-setting your password through password selfsenice _
+ Clicking the "Work Dashboard” tab gives you a summary of your HCID including

o To request addtional access, click the "Make a Process Request” button

Deactivate Employee Account 6 To see the status of previous requests, open the "Request Status” area
& IFyou are an approver. the “Task Notifications” area shows tasks awaiting your action
A

Readwvate Employee Account @ You may need to click "Refresh” in the areas mentioned above to see the most curent information.

DIRECTORY MANAGEMENT &

Create Employee Account

Reset Employee Password
Unlock Employes Account Thank yeu for using the NCID System
Update Emplovee Account

Password Self Service

Change Password
~This link will apen a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Manage your Challenge Questions and Responses

Challenge Questions
~This link will apen a new window in which you may modify your challenge questions and responses.

Figure3-22 Cl i ck oOLogouto
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2. The ONCID Logoutdé screen i syouchavequdicessflyd and i ndicat
logged out of NCID.

=

North Carolina Identity Management (NCID)

NCID Logout

You have successfully logged out of NCID. Please close your browser to prevent any possible
unauthorized access to your account.

PP PP PO PO PP P00I0000808080800000000
Figure 3-3. NCID Logout Confirmation Message

3. Close your browser window to prevent any possible unauthorize d access to your
account.
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Partbed:egated Administrator Funct.i

This section provides instruction on the various administrative tasks that a delegated administrator
can perform on user accounts within his or her organization and division/section.

Section 4: Creating an Employee Account

Section 5: Managing User Accounts

Section 6: Using the Work Dashboard

Section 7: Managing Delegated Administrators
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4 Cr e atainn g mp |Aocyceoeu n t

As adelegated administrator, you are responsible for creating new user accounts for any state and

local government employee who is a member of the organization, division(s) and/or section (s)
which you manage. You can quickly setupa new account via the o0Create Empl
on the 0l d®ertvitcyelbs dnkaalows you to access a registration form so that you

can enter some basic information about the employee and create a temporary password for the

user.

Individual and business users who need to gain access NCIDprotected resources, must use the

selff-regi stration service on the ONCI D L oBleasedefestcr een t o
the NCIDUser Guide for information on how individual and business u sers can self-register for an

account.

To create an employee account:

1. On the 0l d&8atvVvige & el &veate Employek Accoumt in the
menu located on the left side of your screen (this option is listed under the
oDirectory Managemento category).

Welcome John identity Self-Service Work Dashboard Roles and Resources Logout  Help

INFORMATION 2
MANAGEMENT

NCID Welcome B E

Welcome to the North Carolina ID System

Vour Nerth Caraling ID (NCID) s the key to resourcss offersd by the State of Nerin Carolina as well s ihoss offered by some lecel gevemments and scheol disticts, Here
FASSWORD MANAGEMENT 4 | |ar@ some tips on using your NCID

Update My Account
View My Administrators
NCID Welcome Page

Password Sync Status « After clicking the “Identity Self-Senice” tab, you'll find links on the left side for tasks you can perform such as:

o Viewing and Updating your personal profile

o Reviewing Application Access under "My Account”

o Re-setting your password through password self-senice
« Clicking the "Work Dashboard” tab gives you a summary of your NCID including:

o To request additional access. click the "Make a Process Request” button
oun o To see the status of previous requests, open the "Request Status” area
& 88 8 8 00 00N ATR A AN AP APPSO

DIREGTORY MANAGEMENT 2

Figure 4-1. Click on 0Create Employee Account6 Link

2. The o0 CEmephlyeeAccountd screen is displayed. Specify det
new user. Please note that any field that is followed by an asterisk (*) must be
filled out. The system will not let you complete the process until all required
information is entered.

Field Description

OEmployeeInfo6 Secti on
Prefix Select one of the listed prefixes , if applicable .
First Name*  Enter the userd §irst name.

Middle Enter the initial of the userd sniddle name.
Initial

Last Name*  Enter the userd fast name.
Suffix Select one of the listed suffixes, if applicable .

Full Name This field is automatically populated with the information
entered in theMo&dI s td nNda ieldd <
Namedé fields.
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oContactInfoé6 Secti on

Address Line 1 Enter the userd street address.

Address Line 2 Enter any additional address details.

City Enter the city name.

State Select the state.

Zip Code Enter the zip code .

Personal By default, this field displays enteremailhere@anyhost.gov.

Email* Type over thisvaluetoentert he wuser 6eamabusi
address. Upon creating the user account, the system will
display the following message 0 Thi s is a dup

address. Click OKif you would still like to proceed with the
user creation. 6

Important! A correct and current email address is vital
to both creat ing and managing an NClDaccount.

Confirm Re-enter the email address to confirm it matches the value
Email* entered in the oPersonal Emaib field.
Business Enter the 10-digit business telephone for the user (ex. 999

Telephone* 999-9999). This number cannot begin with a 0 or 1.

OAccountIinfoé Secti on

User Type This field is pre -populated with one of the following values
baseduponthe a d mi n i s torgaaizaton/ddévision:
State Government Employee
Local Government Employee

Employee This field is available when oUser Type6 = State
Type* Government Employee. Select one of the following:
+ Contractor
+ Full-time
* Part-time
Status The value for field is system -generated and appears as
read-only text.
Account This is a required field when OEmployee Typed =
Expiration Contractor. The default expiration is 30 days , but you can

click on the Calendar icon to select a nother date. The
maximum length is 12 months.

Important! The system will send reminders to the user
and administrator 5 and 15 days prior to the expiration.

Organization* By default, the organization which you can administer is
displayed. Note that if you are an oorganization6
administrator, all divisions within that organization are
available to you in the 0Division6 dropdown menu below.
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Division* Select the appropriate division for the user. Note that i f you
are a odivision6 administrator, you may only assign a user to
the division(s) you manage and any of the sections within
the division you manage.

Section Select the section associated to the user. Note that if you
are a 0section6 administrator, you may only create users in
the section(s) that you manage.

OldentityInfo 6 Secti on

Password This section ensures that the password you enter in the

Policy Display O Passworddé f i elthd St @ tpaddvisedpolicy.i
Notice that when you type the password, each requirement
turnsfromredto green,and t he word oOPas
to indicate that the password has met each policy
requirement.

Password Enter a temporary password for the user. Passwords are
case-sensitive.

Re-enter Re-enter the password.

Password

User ID This field is auto -generated for state and local government
user accounts.

UserID Identifies the format which is used to generate a user ID.

Generation For example, OFIMILNS would include the first initial of the

Format u s e firdi same , the middle init ial (if applicable) and last

name to create the userID (i.,e.. John Bernard
ID would be: JBSmith).

If a User ID matches an existing one, the system will append
a number to the User ID. The numbers will increment by 1
for each subsequent User ID (i.e.: JBSmith, JBSmithl,
JBSmith 3, etc.).
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Create Employee Account HE

Complete resource request
* - indicates required
Resource: Create Employee Account
Recipient: John Jones
Process Request Category: Accounts
Description: Create Employee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Employee Info

Prefix: [Cliaher= =]

First Name: * I Middle Inifial: [~
Last Name: * 1 sumx [clianer=]
Full Name: l—

Contact Info

Address Line 1:
Address Line 2:

City: State: Clik here 1 ¥ Zip Code:
Personal Email: * [enteremaiinere@anynost gov
Confirm Email: |enteremaiinere@anynost gov

Business Telephone: * Ext:

Account Info

User Type: Organization: * [Cegariment of Justice
Employee Type: * Full Time - Division: * Training and Standards -
Status: Active = Section:

Account Expiration: =

[Password Policy for State Employee

IPASSED Password must not contain any 3 character sequences
FAILED Password must have at least 1 special characters.

IPASSED Ho character can be used more than 2 times consecutively.
[FAILED Password must have at least 8 characters.

Identity Info

Password: *
Confirm Password: *
User ID:

:[FinaiLn

creseuser | cancelusercreate |

L a8 S S S S S i i i i S T T i i T P P S S

Figure 4-2. Create State or Local Gov & User

3. Click on Create User. The screen displays a confirmation message that your
request was successful, and states that you can also check the status of the
request on the O0OWor k DashbdCheckihgtheStatusof Pl ease refer
a Request section on page 69 for more information

Important! If you attempt to submit the account without entering required

information the screen will indicate the error and highlight the problem
field(s) in bold red .

4. You will need to notify the user that the account was created, and provide the
user with the temporary password. Inform the user that he or she must claim the
new account within 14 days of it being created or the account will be
automatically deleted. To claim the account, the user will need to log in with the
temporary password and perform the following actions °:

(1) Set up challenge questions and responses
(2) Change the password

(3) Log back into NClDagain (the system will log out the user upon setting
up the challenge questions and responses)

5 Please refer the user to the NCID User Guide for information on managing passwords and challenge
guestions.
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5 ManagUsgr Account s

There are various tools available to delegated administrators to manage employee accounts. In
the NCIDenvironment, a ctions that you can take on an account, such as resetting a password or
deactivating an account, are referred to as process requests. Your job responsibility and level of
permission determines which process requests are available to you.

You can manage wuser account s -Sferromceidt tearb tohre fdalodre ntthi
Dashboarddé t ab. -Seiviee tab digplays linksyto ti& enbst commonly used proce ss

requests; whereas the Work Dashboard tab provides access to every request that is available to

you. Regardless ofthe method you chooseto access a process requestform, information is entered

and submitted in the same manner .

For example, suppose Andrew Jones needs his account unlocked. You would first access the

oUnl ock Employee Accountd request -Sewicemaborfreanthehe 1 i nk o
OMake a Process Request 6 f etabtMYouveoulbtnh & rh el oMok ku D asrhdroeaw
account wusing the search tool on the form, and wupon

complete the request by clickingon t h e f oUnlocidsbutton.

The following topics in this section demonstrate how to perform process requ ests via the links on
the Identity Self -Service tab, as well as how to make requests which are only available from the
Work Dashboard

1 Note: Depending on your level of authority, you may perform the actions
described in this section on any user within the organization, division(s)
and/or section(s) for which you have administrative rights. You can also
manage accounts of other administrators who are at your level or lower.

5.1 Process Request Form Overview

Before we demonstrate how to work with request forms, this section will familiarize you with the
features that are integral to every form. Uhlbcke f ol | owi
Employee Accounté request form and identifies the common components.
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Unlock User's Account

Complete resource request. A

* - indicates required.

Resource:

Recipient:

Unlock Employee Account |

John Jones
B

Process Request Category: Accounts

Description:

Form Detail

Unlock an employee's account |

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division{s): None
DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name:

First Name: User ID:

|Cama|n3 j
[

|Euua|3 j Contains =

Email

Beacon No.:

|Euua\s j

| Equals j

Click to search:

User Search Result

S o o T i o o S e S

Uniock | cancel | — F

Y

Figure 5-1. Example of a Process Request Form

A This section identifies the name of the process request form you are viewing.

B  This section provides general information:

* The Resource indicates the name of the process request form.

* The Recipient identifies the name of the user who is making the request (you will
see your name entered here when you access a form).

* The Process Request Category displays the name of the category which the process
request is associated.

# The Description provides a brief definition of the process request.

C The Delegated Admin Info box displays the names of the organization, division(s) and/or
section(s) which you can administer.

D The User Search Criteria section allows you to find a user account using one or more of
the available search fields .

E The User Search Results section is updated after a search is performed and a user

account i s

selected. Thi

S

sect

on

di spl ays

verify that this is the correct user . Attributes displ ayed are: Full Name, User ID, Email,
Beacon ID and [Account] Status.

F  This section contains buttons which allow you to complete or cancel the process request.
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5.2 Searching for a User Account

Since the Search feature is common across all process request forms, we will begin by reviewing
how to look up a user account.

Upon managing an account, you will need to select the appropriate process request from the

Identity Self -Service tab or the Work Dashboard tab, and then look up the acc ount by using the
Search feature found on the form. The following figure illustrates an example of the oUser Search
Criteria 6 section displayed on the dUnlock Employee Accountd request form.

Unlock User's Account = E

Complete resource request.

* - indicates required
Resource: Unlock Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Unlock an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division{s): None

DA of Section(s): None
Enter search criteria in the boxes below then click the search icon.

User Search Criteria
Last Hame: First Name: User D

Contains = |Euua|5 j |Cumams j
[fored I I

Emsil Beacon No.

Equals - Equals -

Click to search: @]

User Search Result
Uniock: || cancel
F 88900888080 8080808080808080808080888080800800808080080000080870

Figure 5-2. 0User Search Criteriad Section

The User Search Criteria section provides five (5) user attribute fields to help you retrieve an

account. You can search by one field or you can perform multiple field searches. Specifying

multiple search criteria is helpful i n reducing your search results if you think a single field search

would result in a very |l ong | i st . Jénesrmigatyiedmmhye, sear ch
matches, but i f we include OFirst Named =. Andrew our res

1 Note: The most effective way to retrieve an account is to search by the
User ID field. Since every user has a unique ID the results list will return
only one account. This search operation savesyou time by eliminating the
task of scrolling through a long list of results.

The following table identifies the fields that you can search on.

Last Name \ First Name \ User ID
Email Address | Beacon Number ‘
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You may also specify a comparison operation to perform against your chosen attribute(s).

Each

attribute has a d ropdown menu to let you select one of the following values: Equals, Contains,
Ends With or Starts With.

Important!

If you are a delegated administrator of more than 5 divisions or

sections, the User Search Criteria will display two additional attribute fie Ids:
Divisions and Sections. These fields contain every division and section which you
can administer, and let you narrow your search by making up to 5 selections in
each field (you must choose at least one division and section).

Indicating a specific div ision and/or section streamlines your search as your results
are displayed faster and are more refined. To make multiple selections, hold CTRL
on your keyboard and click on the appropriate selections.

Unlock User's Account

Complete resource request
* -indicates required

Resource:

Recipient:

Description:

Unlack Employee Account

b multi

Process Request Category: Accounts

Unlock an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s): None

995308

User Search Criteria
Last Name:
Contains =

DA of Division(s): Yancey County Schools 995, Wilkes County Schools 970, Tyrrell County
Schools 890, Hoke County Schools 470, Forsyth County Schools 340, Macon County Schools 560
DA of Section{s): South Toe Elementary 995336, Mountain Heritage High 995330, East Yancey
Middle 995324, Cane River Middle 995316, Bald Creek Elementary 995304, Bee Log Elementary

Enter search criteria in the boxes below then click the search icon.

First Name: User ID
Equals =

Contains =

I I
IEquals -

Email: Beacon No.

Equals =

Divisicns: {Select between 1 and 5) *

Macon County Schools 560
Tyrrell County Schools 890
Wilkes County Schools 970 x|
Sections: (Seled between 1 5

Cane River Middle 995316
East Yancey Middle 995324
Mountain Heritage High 995330 x|

User Search Result

Click to search:

Unlock | Cancel I

@

r -0 00 008808080808080808080808088808080800000000000800

Figure 5-3. Additional Search Options: Divisions & Sections

Page30 of 115

Version 212



NCID 'g

NCID Administration Guide

Performing a search:
1. From the oUser Search Criteriad section, you may either:

a.

Perform an unfiltered search by clicking on the Search icon. This will
return a list of all use r accounts within your organization, division or
section that you can manage.

Note: The system will prompt you to narrow the scope of the search if the
number of results exceeds 200 entries.

Filter your search by entering specific criteria into one or more of the
available fields , and then clicking on the Search icon .

Note: Before performing your search, please verify that the search criteria
you enter correlates to the comparison parameter for the attribute you

are using in your search. For example, since the default comparison
parameter for the OFirst Nameo6 at
ent er t hesatireufisstmante ; the field. If you enter only part of the
userds first name, the system wil
entered and will not get the results you need.

Unlock User's Account =

Complete resource request.

* - indicates required
Resource: Unlock Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Unlock an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Neme: First Neme, User 1D,

4 [contsins =] [Equals =] [Contains =]
= [oned [ [

Email: Beacon Mo.:

[Equais =] [Equais =]

[ [
2 =P Click ta search:

User Search Result

Uniock | Cancel

P00 P 0080008 80088080808080808080808800808000080080000080808

Figure 5-4. Enter Search Criteria

2. T h eObject Lookup6 screen opens in a separate window and alphabetically
displays a list of user accounts which match the search criteria you entered.  To
help you select the correct user account, the list displays the user(s) full name,
user ID and email address. It also indicates the user type, the nam e of the
organization that the user is a member and the status of the account.

t

r

but e

sear ch

1 Note: If you do not see the 6 Obj ect L o o kitu pay besopenezie n
behind your main NCID screen. On the Taskbar, at the bottom of your
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screen, please click on the 60 Obj dotokupd6é process to display
window.

3. Scroll through the list and c lick on the appropriate account to return to the
process request form.

{2 Object Lookup - Windows Internet Explorer = | Ellil
El

Select an object from the list:

Full Name User ID Email User Type Member Of Organization Status

Andrew P Jones  apjones andrewjones@nc.gov State Employee  Department of Justice Active

John Jones jjones  johnjones@nc.gov State Employee  Department of Justice Active

Melanie Jones mjones  melanie jones@nc.gov State Employee  Department of Justice Active
[

Figure 5-5. Example Search Results
4. The request form is updated a nd attributes stored inthese | ect ed user &8s profile
are shown in the o0User Search Resultsdéd section.

1 Note: This section is outlined in green to indicate that you can perform
this action on the user account. If you do not have permission to perform
the acti on, this section will be highlighted in yellow with a red box.

Unlock User's Account

Complete resource request

* - indicates required
Resource: Unlock Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Nama: First Name: User ID:

Contains = Equals - Contains =
Email Bescon No.:
Equals - Equals -

Click to search:  [@]

User Search Result

Full Name: Andrew P Jones
User ID; apjones

Email: andrew.jones@nc.gov ‘_
Beacon 1D:
Status: LOCKED

Unlock | Cancel

L S = N N G S S S a0 VGV VN S N N N G T Y e

Figure 5-6. dUser Search Result Section
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5. You can verify this is the correct user account by checking the name displayed in

t he
the corr

OFull |l lamadadfiverifying the uslehisisl
ect user account that you wish to manage, you can continue processing

the request. If this is not the appropriate user, you can clear the fields and

perform

your search again.

5.3 Viewing and Updating User Account Information

D

Youmayvi ew a user ds a cupdaie sdlectgd rinbofmatioe bgpndsi ng

Empl oyee

information such as contact details, applications which the user can access, and administrative

u aceound s
information current , for example, changing the account expiration date for a contractor whose

roles that have b

t he

Ak oundaont & he o011 d-8et vi g diisdibkéallows you see general

een assigned to him or her. This link also allows youto keept h e

contract has been extended. Values which appear as read-only text may not be modified.

To view/ update user account information :

1. On t

he 01l d%eniteiot yt aSdJpdatel Empléyee Account in the menu

located on the left side of your screen (this option is listed under the  oDirectory

Manage

2. TheAd

men category).

Welcome: John identity Self-Service Work Dashboard Roles and Resources Logout  Help
INFORMATION 2

MANA

MENT

e
pdate My Accoun -
View iy Adminiittors Welcome to the North Carolina ID System

NCID Welcome Page
Vour North Garsiing ID (NCID) s the kzy to resources offered by the Stete of Narth Garslina s wall 25 those ofierzd by some loce| govemments and school disticts Here
PASSWORD MANAGEMENT & | |9"® 30me tips on using your NGID
Password Sync Status « After clicking the "ldentity Self-Senice” tab, you'll find links an the left side for tasks you can perform such as:
o Viewing and Updating your personal profile
TTECTERT TNAGEET @) o Reviewing Application Access under "My Account”
Archive Employee Account o Re-setting your password through password self-senice
« Clicking the "Wark Dashboard” tab gives you a summary of your NCID including
o To request additional access, click the "Make a Process Request” button
Deactvate Employee Account o To see the status of previous requests, open the "Request Status” area
y . o Ifyou are an approver, the "Task Notifications” area shows tasks awaiting your action
Reactiste Employee Account o vou may et o ek "Reloeh in the sreas menionet sbore 1o ses the 1ot cutent information

Create Emplayee Account

Reset Employee Password
Unlock Employee Account Thank you for using the NCID System

Update Employee Account

F# #0008 0000080080080 808008008080888080808080808080808080800800000000000

Figure 5-7. Click on oUpdate Employee Accourt 6 Link

rainistrator AccountUpdate6 r equest form is displayed.

search for the account you wish to modify. Please refer to the Searching for a
User Account section on page 29 for details on how to look up a user account.
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Administrator Account Update
Complete resource request.
* - indicates required.
Resource: Update Employee Account
Recipient: John Jones
Process Request Category: Accounts
Description: Update an employee's account
Form Detail
Delegated Admin Info:
DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section{s): None
Enter search criteria in the bexes below then click the search
icon.
User Search Criteria
Last Hame: First Name: User D
[Contains =] Equals  |v] [Contains =]
Email Beacon Ne.
[Equals =] [Eauals =]
Click to search: @)
Demographic Info
Prefix: [etianer=]
First Name: * Middle Initial:
Last Name: * Suffix: Click hen ¥
Full Name: |
Contact Info
Address Line 1:
Address Line 2:
city: |
State: Click here 1y Zip Code: | ——
Email: * |
Confirm Email:
Business Telephone: Ext:
Account Info
The User ID fieks may only contain the characiers: [AZ] [0-9] hyphen pericd underscore
User ID:* Account Status:
User Type: Organization: * L2
Employee Type: * Contractor - Division: * -
Account Expiration: @ Section: ~
Password Expiration: Last Password Reset:

Password Policy Type:
Administrative Roles

None

Application Info

None

Update Account | Cancel

I8 0808080808080 808808808080088080808088080808080800000000000

Figure 5-8. 0OAdministrator Account Update6 Request Fo

rm

3. Once you have selected the account, the request form is updated and displays

t he

user.ds
4. Verify that this is the correct user account that you wish to

profile

the appropriate user, you can clear the fields and perform your search again

5. Please refer to the Creating an Employee Account section on page 23 for a
description of most of the fields displayed on this request form. The following
table provides a descriptio n of sections/data fields not which have not been

discussed.

update. If this is not
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Administrator Account Update = E

Complete resource request.

* - indicates required.

Resource:

Recipient:

Process Request Category: Accounts

Description:

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search

icon.

User Search Criteria

Update Employee Account

John Jones

Update an employee’s account

Last Neme: First Neme: User I
Contains = |Euua\s j |Cumam5 j
[sohnson [Grace [

Email Bescon Ne:

Equals -

Equals hd

Click to search:

Demographic Info

Prefix:

First Name: *
Last Name: *
Full Hame:
Contact Info

Address Line 1:

Address Line 2: 1

City: [

State: = Zip Code:
Email: [eeiohnson@negey |

Confirm Email: [oemionmson@negor |

Business Telephone: [pte7sa0000 | Ext:

Account Info

The User ID field may only contain the characters: [A-Z] [0-5] hyphen period underscore

[@

=l
Grace Middle Initial: l—
[Jhnson Suffix: -

User ID:* [aichnson Account Status: [acTve

User Type: |9m; Employes =l Organization: * Ita:s-rr;rl:l_n_;ti:s =l
Employee Type: * [FurTime =l Division: * [agministrative Sarvices =l
Account [ e Section: [ =l
Password Expiration: ||;| 0812010 09-54 41 AM LaslPasswordResel:h: 20/2010 09 54-41 AM

Password Policy Type: [Morma user =l

Administrative Roles

MNone

Application Info

MNone

r 8- 80.8-8888.8888888880808088080808080808080080800000000000000

Section/Field

Update Account Cancel

Figure 5-9. Update User Details

Description

0Account Info 6

Secti on

Password
Expiration

Last Password

Reset

Shows when t he usexpiré. Paspnvardsfowo r d
state and local government employees will expire every 90

days.® There is no password expiration for business and

individual user accounts.

Il dentifies when a userf6s passw

6 Typically, passwords for state and local government employees will expire every 90 days; however,
passwords for some state employees, who have more privileges, will expire every 30 days.
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Section/Field Description

Administrative Roles

This section identifies any delegated administrative role or service desk role that

has been assigned to the user. Note that DA roles will be organized by
organization, division and section. If the user does not have any DA role assigned
tohimorher,t hhen ONonedé will appear in this
Application Info

This section identifies the applications which the user may access.

Password

Indicates one of the two (2) types of policies that can be

Policy Type applied to a usero6s password.

+ Normal user: applied to typical user s and enforces a 90
day expiration policy.

* Administrative user: applied to user accounts with more
privileges than those of a typical user and enforces a 30
day expiration policy.

6. Make the appropriate changesand click on Update Account.
7. The screen displays a confirmation message that your request was successful, and

states that you can also check the status

tab. Please

refer to the Checking the Status of a Request section on page 69 for

more information.

Welcome John Identity Self-Service

Work Dashboard  Roles and Resources Logout  Help
INFORMATION A
HANAGERENT Administrator Account Update
Update y Account

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the
\Work Dashboard.

View My Administrators
NCID Welcome Page

FASSWORD MANAGEMENT 4 Resource: Update Employee Account

Password Sync Status Recipient: -John Jones
Process Request Category: Accounts

DIRECTORY MANAGEMENT 2
Description: Update an employee's account
Archive Employee Account

Create Employee Account

Deactivate Employee Account

Reaciate Empoys ccaun
Reset Employee Password Change Password

Unlock Employee Account - This link will open a new windaw in which you may change your password. Once that is completed you will be logged out of NCID.
Update Employee Account

0.0 000000 TV TTITVITTVITTIIINOG TGOS,

Figure 5-10. Confirmation Message

5.4 Deactivating, Reactivating and Archiving an Account

You can deactivate a state or local government employee account without deleting or removing
the account completely from the system. Deactivation suspendsthe us er 8 s
so that the user will be unable to log in to NCIDand will not be able to access any connected

resources.

A deactivated account can be reactivated if the organization wishes to grant the user the ability

to access NCID resources. Alternatively, a deactivated account may also be archived; if for

example, the user de

cides to permanently leave state employment.

rights
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1 Note: Business and individual accounts are deactivated and archived by

the account holder. Please refer to the NCID User Guide for more
information.

5.4.1 Deactivating an Account

Deactivating a user account is useful when an employee takes a leave of absence, for example,
maternity leave or military service. This prevents the user from logging in to NCIDand accessing

connected resources while he or she is taking a temporary leave. When the employee returns to
work the account can be easily reactivated.

1 Note: An account will be automatically deactivated afte r 90 days of

inactivity. The employee must contact his or her delegated administrator
to reactivate the account.

mportant! a state employee moves to a different agency, you
need to deactivate and archive theljaccount
account to the new agency by using the oTransfer a User Accountd process

request. Please refer to the Transferring a State User Account section on
page 53 for more information.

\ :
to oDisabled6.

To deactivate a user account:

1. On the ol d8at Vi ge & ebeddiivate Emnplogek Account in the
menu located on the left side of your screen (this option is listed under the
oDirectory Managemento category).

Welcome John Identity Seif-Service Work Dashboard Roles and Resources
INFORMATION 2
MANAGEMENT

e
Ipdate My Accoun -
Wi Hy Adminsiatrs Welcome to the North Carolina ID System

NCID Welcome Page

Logout  Help

“four North Caralina ID (NCID) is the key te resources offered by the State of North Carolina as well as these offered by some local govermments and schoel districts. Here
PASSWORD MANAGEMENT % | | 2@ some tips on using your NCID:

Password Sync Status « After clicking the "Identity Self-Senice” tab. youll find links on the left side for tasks you can perform such as:
o Viewing and Updating your personal profile
o Reviewing Application Access under "My Account”
Archive Employee Account @ Re-setting your password through password self-service
« Clicking the "Work Dashboard” tab gives you a summary of your NCID including:
o To request additional access, click the "Make a Process Request” button
Deactivate Employee Account I o To see the status of previous requests, open the "Request Status™ area

FR i PP WT 'W&\O\O\AI\G W;o&re}frﬁpﬁ\mﬁ[. the "TasK"N\otl'm\:auuns" area shows tasks awal(&g\&o‘ur action " POV PPN

DIREGTORY MANAGEMENT A&

Create Employee Account

Figure 5-11. Click on oDeactivate Employee Accountd Link

2. The 0 De aknployeesAtceunt6 r equest f or Nouwineetitos pl ayed.
search for the account you wish to deactivate. Note that only active users will be
searched. Please refer to the Searching for a User Account section on page 29 for
details on how to look up a user account.
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Deactivate Employee Account

Complete resource request

* - indicates required
Resource: Deactivate Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Deactivate Employee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice

DA of Division(s): None

DA of Section(s). None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:
Contains 'I Equals - Contains =
Email: Beacon No

Equals vl Equals hd

Click to Search:  [@
User Search Result
Deactivate || Cancel |

(R SN RN NN S NS N N N N N Y ¥ N N ¥ N S
Figure 5-12. oDeactivate Employee Accountd Request Form

3. Once you have selected the account, the request form is updated and displays
selected attributes from the useroés .profile

4. Verify that this is the correct user account that you wish to deactivate. If this is
not the appropriate user, you can clear the fields and perform your search again.
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Deactivate Employee Account

Complete resource request

* - indicates required
Resource: Deactivate Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Deactivate Emplayee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Nama: First Nama: Usar 1D,

Contains vl Equals vl Contains =
|junes |andrew |
Email Beacon No.:

Equals vl Equals vl
[ I

Click to Search:  [@]

User Search Result

Full Name: Andrew P Jones
UID: apjones

Emai: andrew.jones@nc.gov
Bea

con ID:

Deactivate Cancel

Figure 5-13. Verify User Details

5. dick on Deactivate .

6. The screen displays a confirmation message that your request was successful, and
st ates that you can also check the status of
tab. Please refer to the Checking the Status of a Request section on page 69 for
more information .

1 Note: To view a list of all deactivated users that you can manage y ou can
use the 0Reactivate Employee Accountd workflow link to perform an open
search. Please refer to the Reactivating an Account section on page 40 or
more information.

‘Welcome John Work Dashboard Roles and Resources Logout Help
INFORMATION A
MANAGEMENT

Update My Account

View My Administrators

NCID Welcome Page

Deactivate Employee Account

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the
‘Work Dashboard.

PASSWORD MANAGEMENT 2 Resource: Deactivate Employes Account

Password Sync Status Recipient: John Jones

Process Request Category: Accounts
DIRECTORY MANAGEMENT @

Description: Deactivate Employee Account
Archive Employee Account

Create Employee Account
Deactivate Employee Account
Reachate Empoyes saun
Reset Employee Password Change Password

Unlock Employee Account - This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Update Employee Account

DA B B A AN R N N R O R R R R R R R RN

Figure 5-14. Confirmation Message
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5.4.2 React

ivating an Account

Deactivated accounts can be easily reactivated if the organization wishes to grant the user access
NCIDresources again. For example, an account can be reactivated for an employee who returns
to work after taking a temporary leave of absence.

Note:

il

If an account has not been accessed for over 90 days it is auto disabled.
Reactivating the account will set the auto archive timer to 3 days. The

user will have 3 days to access the account from any integrated NCID
application or it will be auto deactivated again.  Once accessed, the timer
will be reset to current activity date and time.

If a state employee contractor is reactivated, the system will
automatically add 30 days from the current date as the new account
expiration date. You may <change

specifying a different date in the

t

To reactivate a u ser account:

1. On

the o0l d@&atvige & eReadlivate Ermplogek Account in the

menu located on the left side of your screen (this option is listed under the
oDirectory Management6 category).

‘Welcome John Identity Self-Service Work Dashboard Roles and Resources Logout Help
Update My Account .
Viswthy cminisirstors Welcome to the North Carolina ID System

NCID Welcome Page
“Your North Carslina D (NCID) is the k=y to resources offereg by the State of North Carolina as well 55 those offered by some local govermments sng scheal districts. Here

PASSWORD MANAGEMENT & | |S' 30me tips on using your NGID

Password Sync Status « After clicking the "ldentity Self-Senice” tab, you'll find links an the left side for tasks you can perform such as®
o Viewing and Updating your personal profile
DIRECTORY MANAGEMENT o Reviewing Application Access under "My Account”

o Re-setting your password through password self-senice
« Clicking the "Wark Dashboard" tab gives you a summary of your NCID including
Create Employee Account o To request additional access. click the "Make a Process Request” button
Deactivate Employee Account o To see the status of previous requests, open the "Request Status” area
— o Ifyou are an approver, the "Task Notifications” area shows tasks awaiting your action
 You may need o click efas" i te ateas menianed above 0 sea the most curent nfomation
RESEIEmpIayee Fassworn

P 880 000408 0808080080080808080880808080808080880808080000000000008

Figure 5-15. Click on oReactivate Employee Accountd Link

Archive Employee Account

hi's val ue i
O0Account E X

2. T h eReattivate Employee Account6 r equest form is displayed. You
search for the account you wish to reactivate. Please refer to the Searching for a

User Account section on page 29 for details on how to look up a user account.

search

will return a list of deactivated user accounts that you can manage.

The
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Reactivate Employee Account

Complete resource request.

* - indicates required
Resource: Reactivate Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Reactivate Employee Account

Form Detail

Delegated Admin Info:

DA of Organization{s): Department of Justice

DA of Division{s): None

DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID
IComains - Equals - Contains =

Email: Beacon No.:

IEqua\B - Equals =«
| I

Click to Search: @

User Search Result

Reactivate | Cancel

Y Y Y AT AT AV AV AV oV LV VLV VS T a7 a7 oV AV VoV VLV VW VN T AT A o AV oV oV VLV W

Figure 5-16. oReactivate Employee Accountd Request Form

3. Once you have selected the account, the request form is updated and displays

selected attributes f r om t he user6s profile in.the o0User
4. Verify that this is the correct user account that you wish to  reactivate. If this is
not the appropriate user, you can clear the fields and perform your search again.
Page4l of 115 Version 212
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Reactivate Employee Account

Complete resource request
*-indicates required

Resource: Reactivate Employee Account
Recipient: John Jones
Process Request Category: Accounts

Description: Reactivate Employes Account

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:
Contains 'I Equals - Containg =
fiones [andrew |

Emasil: Beacon No.

Equals vl Equals hd
I I

Click to Search:  [@

User Search Result

Full Hame: Andrew P Jones
UID: apjones

Emai: andrew.jones@nc.gov
Beacon ID:

Reactivate | Cancel I

[ X X N N W A NS TN NN
Figure 5-17. Verify User Details

5. dick on Reactivate .

6. The screen displays a confirmation message that your request was successful, and

states that you can also check the status of

tab. Please refer to the Checking the Status of a Request section on page 69 for
more information.

Welcome John

Work Dashboard Roles and Resources Logout Help

INFORMATION
MANAGEMENT

»

Reactivate Employee Account
Update by Account

View My Administrators
NCID Welcome Page

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the
‘Work Dashboard.

PASSWORD MANAGEMENT 2

Resource: Reactivate Employee Account

Password Sync Status Recipient: John Jones

Process Request Category: Accounts
DIRECTORY MANAGEMENT £

Description: Reactivate Employee Account
Archive Employee Account

Create Employee Account

Deactivate Employee Account

Reactivate Employes Account Password Self Service

Reset Emplayee Password Change Password

Unlock Employee Account - This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.
Update Employee Account

P8 88 8 6 6 & 8 0 Attt At~

Figure 5-18. Confirmation Message
5.4.3 Archiving an Account

An account may be archived, for example, when an employee is leaving state employment. The
account must be deactivated before it can be archived . Please note that once the account is
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archived it cannot be reinstated. If the user decides to return to state employment, it will be
necessary to create a new account for the user to access NCID connected resources again.
Additionally, the account cannot currently be in a transfer status.

To archive a user account:
1. On t he 0Ol d2art\itgye & attcdile Emplolyeie cAkcount in the menu
located on the left side of your screen (this optionis listedunder t he oDi rectory
Management 6 category).

Figure 5-19. Click on 0Archive Employee Accounté Link

2. T h eAdndin UserArchive6 r equest form is displayed. You
the account you wish to archive. Only accounts which are deactivated will be
searched. Please refer to the Searching for a User Account section on page 29 for
details on how to look up a user account.

Figure 5-20. 0Archive Employee Accountd Request Form
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